The paper belongs to the field of chaotic based cryptography. It relies on some ideas from classical fundamentals as mixing functions suggested by C.E. Shannon for secrecy systems, and on the known publication of M.S. Baptista, a paper essentially implying the ergodicity assumption of the chaotic signal in cipher design. In this paper, the first step was to choose a chaotic system of a higher dimension than Baptista used, aiming to obtain a more complex system having a hyperchaotic behavior. The proposed algorithm is based on Generalized Hénon Map (3D), stated in literature as hyperchaotic for a number of bifurcation parameters. The paper advances a new mixing enciphering scheme based on the Generalized Hénon Map (GHM), which may be used as an inner element in a cipher, providing a good practical diffusion and confusion. A random variable transform is applied on the state of the chaotic system at each iteration in order to obtain a new random variable of a quasi uniform law. This new random variable is further transformed, through a series of other functions containing elements of the secret key, into a discrete random variable. The discrete values -which are ASCII numbers -are combined by a simple relation with the plain message, also in ASCII format. It is obtained a first mask of the original message, involving the GHM. On this result (in its binary representation form) other simple transformations that depend on the state of the GHM are applied. That finally allows getting a transformed version of the message that can be included in one of the states of the GHM without disturbing its chaotic behavior. The results, including a perception of the diffusion and the confusion involved, are illustrated on natural text and jpeg image.
Introduction
M.S. Baptista promotes chaotic systems as a possibility of enciphering and simultanously embedding secret information (Baptista, 1998) . Thus, chaotic cryptography is based on the pseudo-random behavior of dynamical systems despite their deterministic nature. This behavior is controlled by particular
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values of parameters used to describe the system, the bifurcation parameters. Baptista uses the ergodicity feature of the chaotic logistic map to inspect and to reveal diffusion and confusion of his enciphering method.
In order to embed the message, the present paper uses the three dimensional discrete Generalized Hénon Map, described by equations (1) Suppose that the plain message is added by inclusion to the evolution of the GHM, to its first state, see equations (2 
Anstett studies this drawback of polynomial nonlinear systems (Anstett et al.2006 [1] ).
Hence, the necessity to include the message into the evolution of the system not in its original form, but already enciphered.
We borrow from Baptista the idea of dividing the attractor of the chaotic system in subintervals. We take into account the requirement that good cipher has to provide the equiprobability of the elements of the key, (Arroyo et al.,2008[2] and Arroyo et al.,2009[3] ).
We analyze the distribution of the states of the GHM. We take into consideration the shift register structure described by the three equations in (1), and we apply to the semi-difference of two of its states a trigonometric function. We further assign to this trigonometric function 10 distinct discrete values by dividing the interval ] 1 ; 1 [− in 10 subintervals of equal length, as in Table 1 . This finally enables to obtain the quasi-uniform distribution revealed in Figure 1 . These 10 subintervals will be chosen by the evolution of the GHM in a deterministic-random manner.
Important note: The experimenter may use the algorithm proposed in literature (Wolf et al,1985[6] ) to determine the pairs 
The Proposed Enciphering Method

Scheme of the proposed enciphering method
The scheme of the proposed enciphering method is illustrated in Figure 2 .
• [ ] Table 1 • R is the cryptogram obtained from the first enciphering step. It is a byte resulted as the addition modulo 2 without carry (bitxor) between the character that is enciphered and the byte . • ' m is the byte obtained after the second enciphering step, meaning the permutation of the resulted byte, involving the rule established by the state of the GHM at the enciphering moment.
• Fixed reversible transformations are represented by a binary to decimal conversion and scaling by a factor. The scaling allows the inclusion of the masked character (after bitxor and permutation transformations) into the evolution of the GHM without disturbing its dynamics.
• m is the masked and scaled message, that is added to the evolution of the hyperchaotic system, in system (2) instead . m
• In order to allow the recovery of the masked character from the series of the output z of the GHM, it is imperative to iterate the system three more times, after the last character of the message is enciphered, as it can be seen from the observer formula: m So, ' m will be the cryptogram. In this case, the only role of the GHM is to embed the secret information and to provide the random non-preferential distribution of the bytes for the bitxor and the permutations which follow this operation. Actual encoding of the message is delivered in two stages within the dotted lines in Figure 2 . The two stages consist in multiple substitution and transposition, on 8 bit segments, following a random rule carried by GHM.
Remark 2: The security of the cipher can be increased by increasing the key dimension, selecting more than 10 bytes both for the bitxor operation and for the permutation as well. Another method is working on groups of two (digrams, 16b), three (trigrams, 24b) or four (tetragrams, 32b) characters. The transformations applied to the masked version may contain, for the same purpose, mixing transformations, as the ones suggested by Shannon (Shannon,1949[5] ).
The proposed cipher is a closed secrecy system. Having finite key number, it will have unique solution. When the elements of the key involved in transformations 1 g and 2 g are not known, important delays in recovering the solution are caused, even knowing the masked version of the plain.
Remark 3:
The key elements used in this cipher are presented in In this paper, the illustration is done for a simple case, where the matrix was reduced to one column, but the procedure may be extended to multiple columns.
Similarly, matrix P K has columns formed with any 10 bytes randomly chosen, constraint to be distinct . ... 
Deciphering
Once the receiver gets the set of masked characters , ' m either directly, or deduced from the series } ,..., , { 3 4 3 + L z z z , knowing the 10 bytes for bitxor and the 10 bytes for the permutation, in dependence with the evolution of the GHM he is led directly to the message. He ensures the synchronization between emission and reception systems and he benefits from the easily reversibility of the two enciphering transformations.
Analyze of results of the proposed enciphering algorithm
We illustrate the results obtained using the simple case when the key has only Figure 4 presents the frequency of occurrence of ASCII characters in natural language texts. It can be observed the preference for the interval corresponding to letters, numbers and spacing characters. In Figure 5 , after encryption, one can observe the tendency of equalization of the frequencies of occurrence of ASCII characters. 
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Results of encryption of natural language text
Results when enciphering images
The proposed enciphering algorithm has quite good results on images also, when every pixel of the image, ASCII number, is analogously enciphered. In Figure 6 it can be observed that pixels mix in irrecognizable manner.
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Original image.
Enciphered image Figure 6 . JPEG image encryption.
Conclusions
We propose an algorithm that uses simple transformations, multiple substitutions and fixed transposition type. They are embedded by a hyperchaotic system having a simple form that allows easy synchronization between emission and reception, offering a random-deterministic rule to choose in a non-preferential way the enciphering key. The method has the advantage of multiple possibilities of improvement and extension.
